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Antivirus is a type of software used to prevent, scan, 
detect and delete viruses from a computer. Typically, an 
antivirus software will run automatically in the background 
to provide real-time protection against virus attacks. 

Antivirus tools are critical for users to have installed and 
up-to-date. An unprotected computer without antivirus 
software protection will be infected within minutes of 
connecting to the internet. Antivirus companies have to 
update their detection tools regularly to deal with the 
more than 60,000 new pieces of malware created daily. 

Comprehensive virus protection programs help protect 
your files and hardware from malware such as worms, 
Trojan horses and spyware. An antivirus software may 
also offer additional protection such as customizable 
firewalls and website blocking. 

What is Antivirus Software?
Most antivirus software programs provide real-time 
protection, which can protect your devices from incoming 
threats; scan your entire computer regularly for known 
threats and provide automatic updates; and identify, 
block and delete malicious codes and software. 

Because so many activities are now conducted online and 
new threats emerge continuously, it’s more important 
than ever to install a protective antivirus program. 

“Comprehensive virus protection programs 
help protect your files and hardware from 
malware such as worms, Trojan horses and 
spyware.”



There will always be a need for antivirus software whether 
connected to the Internet or not. There will never be a 
time when people will stop looking to find ways to commit 
fraud, cause widespread damage, or simply enjoy the 
challenge of breaking into a computer. Antivirus software 
is an important tool to help prevent such attacks.
  
When looking to purchase antivirus software, it is 
important to make sure you choose a trusted, well-known 
provider that continuously works to improve and adapt 
their software. This is an important factor because you 
will want an antivirus software program that implements 
real-time updates to defend against the latest cyber 
threats. 

Antivirus software offers several very crucial benefits: 

 

All of these things are vital for ensuring your network 
remains secure from a potential threat.

“There will always be a need 
for antivirus software...”

Why Do You Need 
Antivirus Software?

• Block spam and ads
• Protects your data and files 
• Protection from viruses and their transmission
• Defense against hackers and data thieves
• Ensures protection from removable devices 
• Firewall protection from spyware & phishing attacks 
• Limit the access of websites to enhance web protection 



WHAT IS END POINT  
DETECTION AND  

RESPONSE SOFTWARE?

End Point Detection & Response software is a cybersecurity 
technology that continually monitors an “endpoint” like 
a mobile phone, tablet, or laptop to mitigate malicious 
cyber threats. Endpoint detection and response (EDR) 
software were put on the market specifically to adapt 
to the evolution of the threat landscape. Ransomware, 
Malware, Fileless attacks, and Phishing represent clear 
and present dangers to your customers’ networks, 
businesses, and personally data.  

For years, antivirus software was the best utilized practice 
in protecting customer endpoints. But as the threat 
landscape has shifted, we’ve seen the emergence of 
newer solutions built to deal with the expanding threats 
our endpoints experience from 
cyber attackers.  

Whether it’s from using artificial intelligence to monitor 
for new threats and suspicious endpoint behavior, or 
automated rollback after a ransomware event, EDR 
solutions have developed multiple responses to increase 
the depth of protection IT providers and IT professionals 
can offer their users. Everything modern antivirus can do, 
EDR takes a step further—providing security and peace 
of mind. These functions include, but are not limited to:  

Better Data Monitoring & Management

EDR solutions are designed so that they can collect and 
monitor data on each of the endpoints on a network. They 
collect and monitor data about potential cybersecurity 
threats to the network.  The stored data can be further 
analyzed for determining the root cause of any security 
issues and also for detecting any potential cyber threat.

Better and Real-Time Incident Response 
and Management

EDR solutions are very effective in collecting continuous 
information on malware and other types of potential 
cyber threats to the network. This data is stored on the 
network endpoints which helps in preparing incident 
response and management strategies. In certain cases, 

specific cyber threats can be identified in the initial phases 
as they are developing in the network environments. You 
can design appropriate incident management responses 
in these early stages itself which can help to eliminate 
the threat immediately before it becomes a full-fledged 
threat to your network. The data and evidence collected 
by the EDR tools also help minimize the time needed 
to investigate and time needed for to prepare incident 
responses and management.

Powerful Inbuilt Data Analytics

EDR solutions come with powerful inbuilt data analytics. 
These analytical tools help identify cybersecurity threats to 
your network in the early phases of its development. They 
also allow you to deal with them quickly and efficiently. 
This also helps minimize the risk of false positives. 

Compatibility and Integration with 
Other Security Tools

Another advantage of using EDR software is their versatility 
and compatibility. These programs are compatible with 
and integrate seamlessly with other security tools. This 
helps build overall better protection for your network. 

Observing Endpoints Without Interfering

Endpoints on an EDR software program play a very important 
role. They help to identify potential cyber threats and issues and 
allow for preparing an appropriate incident response. Burdening 
the endpoint with heavy client software is not recommended. It 
is the endpoint that is responsible for detection and response 
processes. Good EDR solutions use less space and have 
minimal footprints on the endpoints. They facilitate continuous 
observation and monitoring of the endpoints without interfering 
with their functionalities. 

Suitable for Large Scale Networks

Companies can have thousands of endpoints on their networks. 
Such a large-scale network makes it more vulnerable to cyber-
attacks as it can be breached from multiple points. EDR solutions 
are specifically designed to meet the requirements of such large 
networks. They can easily collect and monitor data continuously on 
all these endpoints due to their design.
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Where does Endpoint Direction and Response 
fit in the cybersecurity universe?

Endpoint Detection and Response focuses on protecting 
a user’s endpoints. There are a large number of threats 
created and launched every day. Antivirus and other 
traditional endpoint security products can sometimes 
fall short of managing attacks across large numbers 
of endpoints. Antivirus software can only detect and 
quarantine known threats—those that have been 
previously identified. This is where EDR software is 
important. It takes endpoint security to the next level.  

End point detection and response is proactive approach to 
security. Comprised of monitoring software and endpoint 
agents, EDR solutions use integrated machine learning 
and advanced AI to identify suspicious behaviors and 
address them regardless of whether there’s a signature. 

Cybercriminals have also been proactive. Many have 
developed methods of working around traditional 
antivirus solutions. An EDR solution looks for unusual 
behaviors on an endpoint (compared to a baseline), 
then takes action accordingly. This allows you to meet 
proactive cybercriminals with proactive defenses.  

“There are a large number 
of threats created and 
launched every day.”



EDR solutions don’t just detect threats—they can 
also act on them. When an endpoint agent discovers 
a threat, a viable EDR solution takes action via the 
central monitoring system. The central monitoring 
system analyzes and correlates threats. Depending 
on which EDR solution you use, you can even visually 
trace the starting point of the threat and its path to 
the endpoint. 

How EDR Solutions Can 
Respond to Threats

In the situation where your network is attacked by a virus, 
it can affect you in the following ways: 

What Harm Can a Virus 
Do to Your Computer?

All of these things can greatly impact a company in lost revenue, 
productivity, and damage to a company’s reputation. Antivirus 
protection software is built to help defend your computer so 
that these things do not impact you.
  
Studies have shown that roughly 95% of all cyber-attacks can be 
traced back to human error. The average cost of a data breach 
for a small-to-medium business is a staggering $149,000. We all 
make mistakes which is why having an antivirus software program 
can help protect against a cyber-attack and save you from thousands 
in lost revenue.
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• Data loss
• Reformat hard disk
• Inability to perform task on the computer  
• Stolen personal data from yourself or clients 
• Data loss or manipulation - damaged or deleted files 
• Slow down the computer & frequent computer crashes  



Regulations and Oversight

For many industries, having an effective cybersecurity 
system in place is a requirement. Those who work in 
Financial, Healthcare, and Government sectors, as well as 
those who Practice Law are required to make sure that all 
personal information and data is secured.
  
“HIPAA, Gramm-Leach-Bliley Act, and the Homeland 
Security Act are the three most crucial federal cybersecurity 
laws in effect today. These three requirements necessitate 
that healthcare, financial, and government entities ensure 
the security of their systems and data. It’s hard to predict 
whether an acceptable level of protection would be 
successful. The Federal Information Security Management 
Act (FISMA) mandates that all federal agencies implement 
information security policies, concepts, and standards.” 
(Enterprise Engineering Solutions, 2022)

Law Practices 

Much like every sector of the world, Law Practices are 
also seeing a significant increase in security breaches. 
According to American Bar Association survey reports, 
the number of security breaches in 2019 were more than 
double they were in 2016. The ABA and NIST have created 
sets of practices and regulations for law offices to adhere 
to in the effort to prevent cyber security breaches.  
 
US-based law firms have to follow the Model Rules of 
Professional Conduct developed by the American Bar 
Association. The American Bar Association forms rules that 
make legal services ethical, efficient, and safe. Its Formal 
Opinions 477R and 483 describe mechanisms required to 
monitor for data breaches, implement security measures 
to stop them, notify clients of a breach, and remediate the 
damage of a breach. Both Formal Opinions oblige lawyers 
to “make reasonable efforts to prevent the inadvertent 
or unauthorized disclosure of, or unauthorized access to, 
information relating to the representation of a client.” 

The National Institute of Standards and Technology 
(NIST) established and maintains Special Publication 
800-53, a complete set of cybersecurity practices and 
regulations for US federal agencies. Complying with these 
regulations is beneficial for all organizations: it verifies 
the effectiveness of implemented protection measures 
and provides a competitive advantage. 
 

Healthcare 

The Health Insurance Portability and Accountability 
Act of 1996 (HIPAA) required the Secretary of the U.S. 
Department of Health and Human Services (HHS) to 
develop regulations protecting the privacy and security 
of certain health information. To fulfill this requirement, 
HHS published what are commonly known as the HIPAA 
Privacy Rule and the HIPAA Security Rule. The Privacy 
Rule, or Standards for Privacy of Individually Identifiable 
Health Information, establishes national standards for 
the protection of certain health information. 

The Security Standards for the Protection of Electronic 
Protected Health Information (the Security Rule) establish 
a national set of security standards for protecting certain 
health information that is held or transferred in electronic 
form. The Security Rule operationalizes the protections 
contained in the Privacy Rule by addressing the technical 
and non-technical safeguards that organizations called 
“covered entities” must put in place to secure individuals’ 
“electronic protected health information” (e-PHI).  

“The American Bar Association  
forms rules that make legal services 

ethical, efficient, and safe.”



Within HHS, the Office for Civil Rights (OCR) has 
responsibility for enforcing the Privacy and Security Rules 
with voluntary compliance activities and civil money 
penalties. (HHS.com) Financial institutions covered by 
the Gramm-Leach-Bliley Act must tell their customers 
about their information-sharing practices and explain to 
customers their right to “opt out” if they don’t want their 
information shared with certain third parties.  

In 2018, the Cybersecurity and Infrastructure Security 
Agency Act of 2018 was passed into law in order to take the 
next step in defending against cybersecurity issues. The 
Cybersecurity and Infrastructure Security Agency (CISA) 
works with partners to defend against today’s threats 
and collaborating with industry to build more secure and 
resilient infrastructure for the future. CISA is at the heart 
of mobilizing a collective defense to understand and 
manage risk to our critical infrastructure and associated 
National Critical Functions. 

Our partners in this mission span the public and private 
sectors. The programs and services we provide are 
driven by our comprehensive understanding of the risk 
environment and the corresponding needs identified by 
our stakeholders. We seek to help organizations better 
manage risk and increase resilience using all available 
resources, whether provided by the federal government, 
commercial vendors, or their own capabilities. (CISA.gov) 

Government

As the concern over cyber security has grown, so has the 
government’s involvement. It is important for companies 
and practices to make sure they are in compliance with 
any and all laws that apply. For some institutions you 
may be required to have an approved antivirus software 
system to operate on a network. This section from the 
NC STATE University rules and regulations is a great 
illustration of this.  

“According to American Bar Association 
survey reports, the number of security 

breaches in 2019 were morethan double 
they were in 2016.”

1) All computers, including those that are 
personally owned, that connect to the campus 
network via the NC State wireless network (Nomad 
and Eduroam) or connecting via NC State’s VPN 
service, must run up-to-date, approved operating 
system antivirus protection as defined on the NC 
State Antivirus Resources website. All students, 
including residence hall occupants, are subject to 
this regulation. 

2) Installation, troubleshooting and maintenance 
of antivirus software are the responsibility of 
all persons having administrative privileges on 
computer(s) connecting to the campus network. 

3) If a specific computer or group of computers 
requires an exemption to this requirement, 
an Antivirus Exemption Request form must be 
submitted for approval. However, administrators 
should be aware of the risk to their systems 
and data should a virus infection occur. It is 
recommended they acquire and install antivirus 
software to mitigate these risks. If needed, 
users should consult with other local computer 
administrators or the OIT Security & Compliance 
Group for guidance in making this decision.
 
4) Individuals and groups may receive an 
exemption from the University mandated 
antivirus software requirement if the need for 
an exemption is supported by both the unit IT 
Director and approved by the Security Technology 
Working Group of the Security & Compliance 
Governance Individuals or groups requesting an 
exemption must submit justification to the Chair 
of the Security Technology Working Group via the 
Antivirus Exemption Request form. The request 
must describe the necessity for an exemption and 
specify what alternate protections are in place. 
This exemption only applies to the computer(s) 
specified in the exemption request. Computer 
users receiving an exemption are still subject to 
all other aspects of the Computer Use Regulation. 
This regulation does not preclude units from 
implementing a more stringent requirement.”
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How To Choose The Right Antivirus, 
Endpoint Detection and Response
Software Program

There are some important questions when deciding on 
the right antivirus and EDR programs. Does Your Antivirus 
Software Protect your network from Major Threats? Deciding 
on the right Antivirus software starts with the protection it can 
offer. Does it protect against viruses and does it protect your 
privacy are key factors.
  
It is important to make sure the antivirus and EDR programs 
you chose are capable of handling the size of your network. 
If so, does the Software run accurately and efficiently? Can it 
operate as promised and deliver the performance needed to 
protect your network. Also, does it provide you with a high 
percentage detection rate? The goal is to see a high success 
rate with True Negatives and True Positives. You will also want 
it to be good at avoiding bad detections in the way of False 
Negatives and False Positives. Another vital part of choosing 
the right antivirus and EDR software programs.... Is Your 
Antivirus Software Easy to Use? 

The last thing you want to do is add more stress and work 
to your daily routine. It starts with a simple to use interface. 
Having a software program that is easy to operate is 
important. Automatic updates are important as well. Having 
programs that can handle things on their own and stay up to 

date against the ever evolving cybersecurity world is vital. Lastly, 
good customer support. You never know when you will have to 
use the customer support aspect of your software program but 
when you do you will want them to be professional, quick, and 
effective with their support.  

At the end of the day, it is important to find antivirus and EDR 
programs that fit the needs of your network. You want to make 
sure that you feel well protected by the protective programs you 
put in place so that you have every day peace of mind. Finding a 
trusted source with high level performance that can take care of 
the needs of the network while also making things easy is the goal.  
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Reliable IT 
When You Need It

Upgrade to a smarter IT maintenance 
approach with EVERNET Top-Down IT Systems 

and Network Maintenance.

www.EVERNETCO.com | (860) 656-7810

Don’t focus on the management of IT operations, rather focus 
on how IT can help you achieve your business goals.

CONNECT WITH EVERNET
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