BACKUP & DISCOVERY PLANS
AND
HOW THEY KEEP YOUR BUSINESS SAFE

A GUIDE TO WHY THESE PRACTICES ARE VITAL FOR YOUR BUSINESS

What is Backup and Disaster
Recovery (BDR )?
Backup and disaster recovery are two separate but connected concepts that organizations should
always consider together. Backing up data is the process of storing a copy of a business’s data
either in a cloud or physical environment, such as an external hard drive. Backups are performed
to protect the business in the event of accidental deletion, corruption, or any other issue with the
original data or software.
Data backups are essential to IT management and have been used since the beginning of
computing. For decades, backing up data was an on-site responsibility. With the growth of cloud
computing and remote work, on-site solutions have started to be replaced by modern cloud backup
software alternatives that can protect the devices of employees from any location.
Disaster recovery refers to the policies, procedures, and methods laid out in an organization’s
cybersecurity framework for maintaining business continuity in the event of a security incident. Part
of a disaster recovery plan may include having backup servers ready in case of a data emergency.
While many may put backup and disaster recovery together, the truth is that they are separate ideas
that work together. Simply having backups won’t guarantee business continuity and a recovery plan
without backups is futile.

What is the Difference Between
Backup and Recovery?

The key difference between backup and recovery is that the backup process is how you save and
protect your data and safely store it so you have it for a later time, when you might need to use it.
Recovery is the process where you retrieve and restore that backup data to your system,
presumably after a security breach.
Reliable backups and fast recovery work together to help ensure a business’ continuity and business
resilience during a possible security breach.
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What is a backup and disaster
recovery plan?

For companies, a disaster is when an event occurs that negatively impacts your data
and the people whose data is impacted. The event can be a natural occurrence such
as a hurricane taking down a data center or a disaster can be man-made such as a
ransomware attack.
A backup and disaster recovery plan are the set of policies and software solutions
that work together to maintain business continuity in the event of a security incident.
These plans will offer guidance on how to properly restore data with the backup
software that the company has. Disaster recovery plans will also inform on other
immediate actions that need to be taken, such as who to inform of the incident,
how to evaluate the scope of potential damage, and when it is necessary to inform
customers.
Disaster recovery is the process your company goes through to restore data. The
way to have a quick and effective disaster recovery is to set aside a complete or full
backup of the entire company›s data. This helps ensure all of the data can be made
available, quickly, in the event of a disaster.

What are the 3 Types of Backups?
Backups are regularly put into three categories:
·Full backups – This process is essentially putting all of the data stored on a production system
into a backup system for safe keeping. Full backups protect every bit of data from a single server,
database, or data source connected to the network. These backups can take many hours, even days,
depending on the amount of data being saved. The more modern a data management solution is,
the fewer full backups it must perform. Also, when it does need to perform a full backup, it will be
quicker and more efficient.
·Incremental backups – An incremental backup captures only new data since the last full backup
was performed. However, a full backup is required before a backup solution can perform its first
incremental backup. Then it can automatically perform the incremental backups from there.
·Differential backups – Like incremental backups, these add more air but the delta is from the last
full backup, not the last incremental. Think of this backup as what’s different from the last time you
even filled the tire with air. Again, this can only happen if a full backup has been performed first.
Organizations typically establish policies about how much data and when incremental or differential
backups should occur.
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Why is Backup and Recovery
Important ?
Why Do You Need a Data Backup
and Disaster Recovery Plan?
Data is essential to all organizations. You need a vigorous data backup and disaster
recovery plan because it provides the blueprint for those who are responsible for
taking action in a disaster scenario. It is important for those in the position of taking
action to know who is doing what and in what sequence to restore operational
functionality. Your disaster recovery plan should include guidelines for people and the
processes, serving as a guide to follow as they bring your business back up.
A well-functioning data backup and disaster recovery plan also should ensure that
your data is always protected. With a high-quality backup and disaster recovery plan,
you will always have your data readily available should you need it.

The amount of data organizations create, capture, and store has risen exponentially
over the last decade with analysts anticipating it will continue to grow at more than
%50 compounded annually.
Data powers organizations and provides a competitive advantage. That’s why backup
and recovery is important. With a quality backup and recovery strategy in place, your
organization can:
·Prevent data loss – The fallout from
lost or compromised data ranges can be
very costly. Businesses can suffer financial penalties as well as the loss of customer trust. This can lead to lost revenue
and damaged brand identity. Preventing
Data Loss is vital at maintaining your
day-to-day operations.
·Continue operations – It is important
to be able to continue operations in the
event of a disaster scenario.
·Customer experience – Having the
proper data resources allows your companies to always have the information
needed when dealing with customers.
This allows you to be more thorough and
efficient with your customers providing a
better-quality experience.

time employees must spend rewriting
reports, rekeying data, or recalculating
spreadsheets when data and files go
missing
·Satisfy auditors - Having important
accounting and other financial records
backed up and easily accessible for both
tax reasons and audits is critical to business operations
·Peace of mind – No matter what kind of
disaster might come your organization’s
way, it is always great to have the peace
of mind that your organization’s data
is protected by a top-class data backup
and recovery strategy.

·Employee productivity – Effective data
backup and recovery eliminates wasted
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Why do I need backup and
disaster recovery services?

Ransomware is a serious threat that businesses must be on guard for and backup and
disaster recovery services are an important part of overcoming an attack. In a recent
report from Sophos, 75% of businesses were the victim of a ransomware attack in
2020 and of the organizations that recovered their data, twice as many did so through
backup software. As cybercriminals change tactics and target data backups as well,
disaster recovery plans or services should also include additional redundancies to secure the most critical business data. Data backups shouldn’t be thought of as a silver
bullet solution to ransomware, but rather as an important tool that when implemented correctly can help businesses recover faster.
Data backups are also a requirement for many US and international data protection
laws. For IT professionals working in healthcare environments, HIPAA compliant backup and disaster recovery solutions and services are required to ensure security, confidentiality, and availability of medical data. Failure to comply with these laws can result
in significant fines. More info can be found in the Legal and Ethical Compulsions section.

Is Data Deduplication Important
in Backups?
Absolutely, data deduplication is very important in backups. Data is growing exponentially and organizations are retaining more data than ever before. Because of the large
amount of data organizations are accumulating, it is important to utilize techniques
that will help an organization reduce their data footprint. This will also help with keeping costs lower. Data reduction through deduplication allows for more data to fit into
the same hardware space.
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Legal and Ethical Compulsions
For many industries, having an effective
cybersecurity system in place is a requirement. Those who work in Financial,
Healthcare, and Government sectors,
as well as those who Practice Law are
required to make sure that all personal
information and data is secured.
“HIPAA, Gramm-Leach-Bliley Act, and
the Homeland Security Act are the three
most crucial federal cybersecurity laws in
effect today. These three requirements
necessitate that healthcare, financial, and
government entities ensure the security
of their systems and data. In any case, it’s
hard to predict whether an acceptable
level of protection would be successful.
The Federal Information Security Management Act (FISMA) mandates that all
federal agencies implement information
security policies, concepts, and standards.” (Enterprise Engineering Solutions,
2022)
Much like every sector of the world, Law
Practices are also seeing a significant
increase in security breaches. According
to American Bar Association survey reports, the number of security breaches in
2019 were more than double they were
in 2016. The ABA and NIST have created
sets of practices and regulations for law
offices to adhere to in the effort to preBOOK A DISCOVERY CALL

vent cyber security breaches.
US-based law firms have to follow the
Model Rules of Professional Conduct developed by the American Bar Association
The American Bar Association forms rules
that make legal services ethical, efficient,
and safe. Its Formal Opinions 477R and
483 describe mechanisms required to
monitor for data breaches, implement
security measures to stop them, notify
clients of a breach, and remediate the
damage of a breach. Both Formal Opinions oblige lawyers to “make reasonable
efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized
access to, information relating to the
representation of a client.”
The National Institute of Standards
and Technology (NIST) established and
maintains Special Publication 800-53, a
complete set of cybersecurity practices
and regulations for US federal agencies.
Complying with these regulations is beneficial for all organizations: it verifies the
effectiveness of implemented protection
measures and provides a competitive
advantage.
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The Health Insurance Portability and Accountability Act of 1996 (HIPAA) required
the Secretary of the U.S. Department
of Health and Human Services (HHS) to
develop regulations protecting the privacy and security of certain health information.1 To fulfill this requirement, HHS
published what are commonly known
as the HIPAA Privacy Rule and the HIPAA
Security Rule. The Privacy Rule, or Standards for Privacy of Individually Identifiable Health Information, establishes
national standards for the protection of
certain health information. The Security
Standards for the Protection of Electronic
Protected Health Information (the Security Rule) establish a national set of security standards for protecting certain health
information that is held or transferred in
electronic form. The Security Rule operationalizes the protections contained in
the Privacy Rule by addressing the technical and non-technical safeguards that
organizations called “covered entities”
must put in place to secure individuals’
“electronic protected health information”
(e-PHI). Within HHS, the Office for Civil
Rights (OCR) has responsibility for enforcing the Privacy and Security Rules with
voluntary compliance activities and civil
money penalties. (HHS.com)
Financial institutions covered by the
Gramm-Leach-Bliley Act must tell their
customers about their information-sharing practices and explain to customers
their right to “opt out” if they don’t want
their information shared with certain
third parties.

secure and resilient infrastructure for the
future. CISA is at the heart of mobilizing
a collective defense to understand and
manage risk to our critical infrastructure and associated National Critical
Functions. Our partners in this mission
span the public and private sectors. The
programs and services we provide are
driven by our comprehensive understanding of the risk environment and the
corresponding needs identified by our
stakeholders. We seek to help organizations better manage risk and increase
resilience using all available resources,
whether provided by the federal government, commercial vendors, or their own
capabilities. (CISA.gov)
As the concern over cyber security has
grown, so has the government’s involvement. It is important for companies and
practices to make sure they are in compliance with any and all laws that apply.

In 2018, the Cybersecurity and Infrastructure Security Agency Act of 2018 was
passed into law in order to take the next
step in defending against cybersecurity
issues.
The Cybersecurity and Infrastructure Security Agency (CISA) works with partners
to defend against today’s threats and
collaborating with industry to build more
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RELIABLE IT
WHEN YOU NEED IT
Upgrade to a smarter IT maintenance approach
with EVERNET Top-Down IT Systems and
Network Maintenance.
Don’t focus on the management of IT operations, rather
focus on how IT can help you achieve your business goals.

CONNECT WITH EVERNET

www.evernetco.com

