THE IMPORTANCE OF

SECURITY AWARENESS
TRAINING

A GUIDE TO WHY THESE PRACTICES ARE VITAL FOR YOUR BUSINESS
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SECURITY AWARENESS TRAINING
Security awareness training is the process of training
employees how to protect the organization’s computers
systems. Its goal is to help prevent cyber attacks from
impacting a company’s database as well as its day to day
operations.
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SECURITY AWARENESS TRAINING AUDIT

An effective security awareness training program
emphasizes the importance of protecting the company
and its employees. It will also implement policies and
procedures on how to create a secure environment.
There should also be training in regards to who should be
contacted if a potential threat is discovered.
The main purpose of a security awareness training
program is to protect a company from potential cyber
attacks which could financially impact a company and also
damage its reputation.
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TYPES OF CYBER ATTACKS

CYBERSECURITY
Cybersecurity is becoming one of the most
important aspects for every person and
company in the world. Making sure that
everyone is aware of the potential risks
of a cyber attack is crucial to protecting
personal, financial, and business
information. The popularity of cell phones
and computers as a whole has allowed
almost everything to be introduced into a
digital platform. It has become increasingly
important for companies to implement
proper training to prevent cyber attacks
from happening.
Most cyber attacks come as a result of
human error. Studies have shown that
roughly 95% of all cyber attacks can be
traced back to human error. The good
news about this stat is that it means that
we can have an impact on preventing
such attacks. Training yourself or your
employees how to identify phishing
scams is important. It is also vital to utilize
strong password protection policies as
well as understanding how digital data
is gathered. Having an understanding of
what to look for can be the first step to
preventing a cyber attack.
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The term cyber attack is used when a third
party has gained unauthorized access to a
system or network. Cyber attacks can be very
detrimental to a company in the form of data
breaches. Data loss or manipulation can occur
as a result of a cyber attack. The result of such
attacks often leads to financial losses as well
as damage to the companies reputation.
To prevent these attacks from happening it
is important for companies to utilize smart
cybersecurity practices. Cybersecurity is the
practice of protecting computer systems,
networks, and their data from unauthorized
access.

1 Phishing Attack
Phishing is when an attacker attempts to
trick a person into clicking a bad link in
an effort to download malware or to take
them to an unwanted, sketchy website.
Phishing can be done in numerous ways
such as through your phone via call or text,
social media, or the most commonly used
method, email.
Phishing is the most common of all cyber
attacks accounting for an estimated 80% of
all security incidents in 2020.
2 Malware Attack
Malware attacks are any type of malicious
software designed to cause harm or
damage to a computer, server, client or
computer network and/or infrastructure
without end-user knowledge.
There can be numerous reasons for an
attack to perform a Malware Attack but the
most common reason is to steal personal,
financial or business information.
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Types of Malware Attack:
•
•
•
•
•
•
•
•
•
•

Macro viruses
Trojans
System or boot-record infectors
Polymorphic viruses
Stealth viruses
File infectors
Logic bombs
Worms
Droppers
Ransomware

92% of malware attacks are done so
through email and the average cost of
a data breach for a small-to-medium
business is a staggering $149,000.
3 Man in the Middle Attack
A man in the middle attack is exactly
what you would expect. It is a situation
where an attacker secretly intercepts and
alters communications between parties.
These types of attacks typically occur
when a system does not have the proper
authentication security but it can also
happen as a result of tampering with a
system.
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Transport Layer Security is a
cryptographic protocol designed to
provide communications security over a
computer network. TLS can be utilized to
prevent man in the middle attacks.
4 Denial of Service Attack
A Denial of Service attack is when a
network, website, computer, or network
resources is unavailable to its users
by disrupting the normal functioning
of the services. Typically a Denial of
Service attack is carried out by flooding
a platform with traffic. Overloading a
system with information or requests
causes the platform to deny access to
legitimate customers thus impacting the
company.
A Denial of Service attacker doesn’t
necessarily benefit directly from the
attack. However, it can greatly impact a
company in lost revenue, productivity,
and damage to a company’s reputation.
5 Password Attack
A password attack allows a cyber attacker
to gain access to personal information
or a person’s work account or network. It
can be rather easy for an attacker to get
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a user’s password. Someone you work
with can get your password simply by
being aware of how you operate. Having
a password written down can make this
incredibly easy as well.

On average it takes roughly 66 days to discover a cyber attack. As a result, the attackers
have had a significant amount of time to steal valuable information or impact
communications. Having a response plan in place is another crucial factor to cyber
security.

Attackers can also use decryption tools to
figure out passwords as well.

CYBER SECURITY SOFTWARE

It is estimated that 73% of passwords are
duplicates. This means if one password
is compromised then an attacker could
have access to several different platforms
from a particular person.

Cyber Security Software is any computer program designed to help protect against cyber
attacks. Security software can be used in multiple ways to help keep data secure. It can be
used to prevent, regulate, and monitor access to a platform. It can also be used to block or
remove malware.

6 Drive by Attack
Drive by download attacks specifically
refer to malicious programs that install to
your devices without your consent. You
do not have to download or even click
on anything to be a victim of a drive by
attack. Drive-by attacks are increasingly
used to spread viruses and malware.

Prevent Access
The purpose of this type of software program is to limit or completely restrict access to a
system. Essentially, without the proper access credentials, nobody should be able to gain
access to the system.
Regulate Access
The purpose of a regulating access program would be to allow some user interaction
while restricting access to certain data points or systems. You will often see this in a
corporate structure where lower level employees will have general access to a limited
number of areas while higher level employees have to go through additional security
points to access more critical areas.

A company can become impacted by a
drive by attack simply by someone going
to any site that might be compromised.
This is why it is important to monitor
what websites are used as well as
updating your own website components.

Monitor Access
The purpose of this type of system is to monitor and report the access to a computer
system or data. It is used to keep track of the activity a system sees and to give notices of
any unusual or suspicious activity.
Blocking or removing malware
The blocking or removal of malware is another important segment of cyber security
software. Using cyber security software, such as antivirus, anti-malware and anti-tamper
programs, can help detect and remove malicious code if it is able to impact your network.
Potential threats and unusual behavior are identified by a system such as an intrusion
detection system or a firewall which then tells the cyber security software to prevent or
remove a threat.
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The Health Insurance Portability and
Accountability Act of 1996 (HIPAA)
required the Secretary of the U.S.
Department of Health and Human
Services (HHS) to develop regulations
protecting the privacy and security of
certain health information.1 To fulfill
this requirement, HHS published what
are commonly known as the HIPAA
Privacy Rule and the HIPAA Security
Rule. The Privacy Rule, or Standards
for Privacy of Individually Identifiable
Health Information, establishes national
standards for the protection of certain
health information. The Security
Standards for the Protection of Electronic
Protected Health Information (the
Security Rule) establish a national set
of security standards for protecting
certain health information that is
held or transferred in electronic form.
The Security Rule operationalizes the
protections contained in the Privacy Rule
by addressing the technical and nontechnical safeguards that organizations
called “covered entities” must put in
place to secure individuals’ “electronic
protected health information” (e-PHI).
Within HHS, the Office for Civil Rights
(OCR) has responsibility for enforcing the
Privacy and Security Rules with voluntary
compliance activities and civil money
penalties. (HHS.com)
Financial institutions covered by the
Gramm-Leach-Bliley Act must tell their
customers about their informationsharing practices and explain to

LEGAL AND ETHICAL Requirements
For many industries, having an
effective cybersecurity system in place
is a requirement. Those who work in
Financial, Healthcare, and Government
sectors, as well as those who Practice
Law are required to make sure that all
personal information and data is secured.
“HIPAA, Gramm-Leach-Bliley Act, and
the Homeland Security Act are the three
most crucial federal cybersecurity laws in
effect today. These three requirements
necessitate that healthcare, financial, and
government entities ensure the security
of their systems and data. In any case, it’s
hard to predict whether an acceptable
level of protection would be successful.
The Federal Information Security
Management Act (FISMA) mandates
that all federal agencies implement
information security policies, concepts,
and standards.” (Enterprise Engineering
Solutions, 2022)
Much like every sector of the world, Law
Practices are also seeing a significant
increase in security breaches. According
to American Bar Association survey
reports, the number of security breaches
in 2019 were more than double they were
in 2016. The ABA and NIST have created

BOOK A DISCOVERY CALL

sets of practices and regulations for
law offices to adhere to in the effort to
prevent cyber security breaches.
US-based law firms have to follow
the Model Rules of Professional
Conduct developed by the American
Bar Association The American Bar
Association forms rules that make legal
services ethical, efficient, and safe. Its
Formal Opinions 477R and 483 describe
mechanisms required to monitor for data
breaches, implement security measures
to stop them, notify clients of a breach,
and remediate the damage of a breach.
Both Formal Opinions oblige lawyers to
“make reasonable efforts to prevent the
inadvertent or unauthorized disclosure
of, or unauthorized access to, information
relating to the representation of a client.”
The National Institute of Standards
and Technology (NIST) established and
maintains Special Publication 800-53, a
complete set of cybersecurity practices
and regulations for US federal agencies.
Complying with these regulations is
beneficial for all organizations: it verifies
the effectiveness of implemented
protection measures and provides a
competitive advantage.
8
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customers their right to “opt out” if they
don’t want their information shared with
certain third parties.
In 2018, the Cybersecurity and
Infrastructure Security Agency Act of
2018 was passed into law in order to
take the next step in defending against
cybersecurity issues.
The Cybersecurity and Infrastructure
Security Agency (CISA) works with
partners to defend against today’s
threats and collaborating with industry
to build more secure and resilient
infrastructure for the future. CISA is
at the heart of mobilizing a collective
defense to understand and manage
risk to our critical infrastructure and
associated National Critical Functions.
Our partners in this mission span the
public and private sectors. The programs
and services we provide are driven by our
comprehensive understanding of the
risk environment and the corresponding
needs identified by our stakeholders.
We seek to help organizations better
manage risk and increase resilience using
all available resources, whether provided
by the federal government, commercial
vendors, or their own capabilities.
(CISA.gov) As the concern over
cyber security has grown, so has
the government’s involvement. It is
important for companies and practices
to make sure they are in compliance with
any and all laws that apply.
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SECURITY AWARENESS TRAINING
AUDIT
SECURITY AWARENESS TRAINING
SOFTWARE

Take the SAT Audit to see if your business is vulnerable to attacks.
Q1. Are you using a software platform to
provide recurring security training to your
employees?

A security awareness training software program is used for the training of users in the
potential threats to an organization’s information and how to avoid situations that might
put the organization’s data at risk.

Q2. Are your owners, executives, and
managers participating in training along
with employees?

Security training programs are an incredible tool to use when it comes to preparing and
educating employees of the cyber security risk and what actions can be taken to prevent
a cyber attack. Security training programs enable individuals to recognize security
problems and act accordingly. They are also designed to make sure individuals have
appropriate security skills and competencies.

Q3. Do you know if any of your employees
have skipped any training within the last
year?
Q4. Are you regularly testing your
employees with phishing simulations to
test and train on these leading attacks?

Given the rapid growth in security threats plus the growing changes in the types of
security threats, training should be done on a regular basis. Finding the right security
training software can have a massive impact on a company’s security efforts.

Q5. Is everyone who uses your phones
being trained at least monthly on
phishing attacks?
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Q6. Is everyone who manages money
for the business being trained at
least monthly on monetary hacking
techniques?
Q7. Have you reviewed your business
liability policy and how it relates to
security awareness training?
Q8. Have you reviewed your business
association professional rules and
guidelines as it relates to recurring
security training for businesses of your
type?
Q9. Do you have an incident response
plan for security attacks?
Q10. Do you have a technology vendor,
partner, or resource that understands and
leads your IT with the NIST standards?
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RELIABLE IT
WHEN YOU NEED IT
Upgrade to a smarter IT maintenance approach
with EVERNET Top-Down IT Systems and
Network Maintenance.
Don’t focus on the management of IT operations, rather
focus on how IT can help you achieve your business goals.

CONNECT WITH EVERNET

www.evernetco.com

