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What is Data Privacy Compliance

Data privacy compliance is the correct handling of 
customer data according to Data Protection Laws and 
Regulations. In addition to laws and regulations, best 
practices and common sense when it comes to data 
privacy should be adhered to, as well.

A company is considered compliant if they meet the legal 
standards for acquiring, managing, and using that data. 
The laws and regulations are still new and the landscape 
still has many gray areas to overcome:

Pleading ignorance is not how a company should respond 
when it comes to mishandling of data. Most new laws 
and regulations are using the General Data Protection 
Regulation (GDPR) as a roadmap to compliance.

• What is considered sensitive data?
• What’s considered the proper way  
 to handle data?

The Necessity of Data Privacy Compliance
Why is it necessary to adhere to data privacy 
regulations? Well, we don’t want to operate like the 
Wild West with customer data. We want our data to be 
private and used in an ethical manner. So, here’s why 
data compliance is critical:

“A company is considered compliant if they  
meet the legal standards for acquiring,  

managing, and using that data.”

• Your brand’s reputation will improve

• Confirms your business is protected 
against data breaches because you’re forced 
to enact security measures

• Frees you of liability and investigations if 
there is a data breach. Fines can be severe if 
found in breach of data protection laws

• You’ll retain more customers. If they know 
you’re not sharing or selling their data, 
you’ve established their trust and will more 
likely continue to do business with you

• Upholds consumer rights. It’s their data 
and they should be in charge of how their 
data is used. If they don’t want their 
information shared, it’s important to honor 
that request
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Other Data Privacy Regulations
Besides GDPR, there are other privacy regulations you 
should be aware of, depending on your industry. 

HIPAA
The Health Insurance Portability and Accountability Act 
is aimed at the healthcare industry. Its aim is to protect 
the collecting and viewing of patients’ sensitive medical 
data, also referred to as Protected Health Information 
(PHI).

GLBA
The Gramm-Leach-Biley Act (GLBA) regulates the 
financial industry. Its goal is to protect private customer 
information. This private information is defined as any 
data collected about an individual in connection with 
providing a financial service, unless the data is publicly 
available.

 CAN-SPAM
The Controlling the Assault of Non-Solicited 
Pornography and Marketing Act (CAN-SPAM) controls 
how companies email consumers and allows them to 
opt-out of communications.

CCAP
The California Consumer Privacy Act is setting a 
precedent. It applies to medium-to-large businesses that 
collect data and provides California residents the right to 
know, delete, and opt-out of acquisition of their data.

“Upholds consumer rights. It’s their data 
and they should be in charge of how 

their data is used.”

Who Is Responsible  
for Compliance?

Everyone in your business starting from the top is 
responsible. Most business are implementing data 
departments head up by a Chief Data Officer (CDO) to 
execute and ensure data governance strategies and best 
practices are adhered to. Privacy managers must be the 
stewards of their company’s customer and prospect 
data, especially when it comes to marketing. 

All teams must follow best practices to make sure they 
stay compliant. They must remain vigilant and actively 
train employees on safeguards like, threat monitoring, 
data encryption and storage. Privacy laws are always 
evolving.
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Essential Privacy Requirements
When researching the various laws and regulations, they 
may apply to different businesses, but all laws and 
regulations are championing for the same handling of 
data. The follow similar principles and if enacted in your 
business, you’ll be in position to be compliant:

• Pinpoint the data being handled by your 
company. Audit and map out all personal 
data of your customers and prospects; where 
it’s being collected and stored. Define what 
the information is.

• Implement standards for protection of 
the information. When discussing security, 
it’s not just your database. It goes beyond the 
walls of your company. You need to put 
measures in place on company equipment 
and any third parties that handle data (i.e., 
data backup providers, SaaS providers).

• Have a plan to respond to customer/
prospect requests for data. They have a right 
to ask what you have and how it’s being 
shared. It’s critical to be transparent.

• Develop processes for creating personal 
data reports. Have a handy report that is 
easily digestible for the consumer to 
understand.

• Develop processes for deleting contact 
data. Most regulations insist that a 
consumer’s request to delete their info be 
executed immediately. You don’t want to 
delete any data that is necessary and complies 
with laws and regulations.

Data Privacy Challenges
These privacy programs are a lot of work and is a full-
time endeavor that requires attention to detail. With this 
work, however, come challenges. Here are a few of the 
challenges you may encounter:

• Regulations aren’t static. The laws and 
regulations are always changing, so 
keeping up with the latest laws could be 
difficult – even more a multi-person team. 
Compliance can be difficult with ever-
changing law. Vigilance is important to 
keep up with every law.

• Budgets are tight. It costs money to 
adhere to these measures. Hardware, 
people, and software aren’t cheap. 
Companies adhering to strict budgets may 
de-prioritize security because they can’t 
afford it. The fines associated with being 
out of compliance makes things worse.

• Hiring doesn’t happen overnight. It 
takes time to hire the right people to 
implement a data governance team, 
especially if they don’t have the manpower 
to hire or promote from within.

• Here are a few solutions to overcome 
some of those challenges:

• Create a single source of truth for all 
data. It should tell you what data is stored, 
how it’s used, and where it’s being 
transferred.

• Establish a process for your employees 
to report data breaches.

• Automate data requests that follow data 
laws and regulations.

If you are trying to implement a data privacy program 
or team and feel overwhelmed, consider hiring a third 
party, like EVERNET. Our experts can provide a 
consultative approach and ensure your data is 
compliant with laws and regulations.

“Privacy managers must be the stewards of their 
company’s customer and prospect data, especially 

when it comes to marketing.”



Data Privacy in Web Design
You can’t overlook privacy compliance when it comes to 
your website and its design. Web developers not only 
need to keep ADA compliance and Section 508, but data 
privacy compliance, as well. You must decide how to build 
privacy into the website.

It is essential that web developers and designers are 
experts in marketing privacy laws, as they have an impact 
on the finished product. So, how does a web designer 
create a website that follows privacy laws and regulations?

What Privacy Laws Do Web Designers  
Need to Consider?

The two biggest are the General Data Protection 
Regulations (GDPR) and the California Consumer Privacy 
Act (CCPA). Each contains distinctive language and 
stipulations. Both define a consumer’s rights to their data 
and how it’s protected and secured.

With regulations, come fines, and legal issues for non-
compliance. Consumer demand for companies to be 
more transparent with their data is increasing. 79% of 
consumers are worried how companies use their data and 
85% of consumers are concerned their online data isn’t secure.

Privacy By Design Is Here
Under GDPR law, web designers and developers should 
enable privacy measures into the website before they 
publish. It should start at the skeleton phase. Here are 
the privacy points to highlight:

Any place you’re collecting data (a form) or implement a 
third-party solution (Hotjar), you’re introducing a potential 
risk.

Companies should limit the data they collect and use it 
only to conduct business. Some data should be deleted 
once their data is no longer needed.

When it comes to developing your website, forms, or 
cookie data, only ask for critical information. If you don’t 
need location information, don’t ask for it unless it’s 
relevant to their needs.

• Minimize data you’re collecting and    
 pseudonymize it

• How and where are you capturing data   
 collection consent?

• Implement security measures to protect data

• Know where you’re introducing privacy notices

• Cookie notifications when land on a website

• Put your users in control of managing their data

• Allow them to opt out of cookie data

“79% of consumers are worried how 
 companies use their data and 85% of 

consumers are concerned their  
online data isn’t secure.”
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Where To Introduce Your Privacy Policy?
Privacy policies and notices are key provisions in GDPR 
and CCPA. They both require your privacy policy detail to 
include:

How does this translate into design  
and development?

If collecting data to improve experience, or targeted ads, 
this needs to be in the notice. CCPA uses a broad brush 
when it comes to selling of data. May need to implement 
a “Do Not Sell My Data” link. On data collection forms, 
place snippets of your privacy policy and how their data 
will be used and allow them to opt-out. Also include a link 
to the privacy policy.

If you’re using data outside stated purpose, you’ll need 
the user to opt-in. What’s the plan for the data after 
receiving it? Where is stored? Who has access? These are 
questions a developer needs to answer in the notice.

Keep Users in the Know
If you really want to retain your customers and establish 
trust, make it as simple as possible to manage their data. 
Be transparent from the start and make them aware 
you’re collecting, why you’re requesting, and how you’re 
using their data for the website. Here are some other 
best practices on implementing privacy compliance in 
web design and development:

Develop a marketing preference center. It allows users 
access to their information and they can see what 
they’re subscribed to. They can manage, edit, and 
delete data as they see fit.

It’s becoming clear that consumers care about their 
privacy and are using their wallets as their voice. They 
are prioritizing companies who take data privacy 
seriously and that they demonstrating by implementing 
these data privacy actions into their website. 93% of 
Americans would switch to companies that prioritize 
privacy. That’s a number that should get your attention.

If you have any questions on data privacy and how you 
can ensure your website is compliant, contact the 
experts at EVERNET. We know the ins and outs of data 
privacy and will answer all of your questions regarding 
your website.

• Why you’re collecting info

• How it’s being used

• What the user’s rights are

• How they can exercise those rights

• If you’re selling data and what 3rd  
 parties have access to their data

• Get consent. Get clear consent prior to 
collecting any data, including cookies.

• Opt-ins. Don’t pre-check opt-in boxes. Yes, 
you want the opt-in and add another contact 
to your database, but it needs to be on the 
user’s terms. It’s also against GDPR practices.

• Opt-in to marketing communications.  
Just because a user downloads an eBook, that 
does not imply consent to email. Allow them  
to opt-in to communications on the form.  
You can also deliver opt-in campaigns and 
allow them to decide what communications 
they want to receive from you.

“If you really want to retain your customers and 
establish trust, make it as simple as possible to 

manage their data. ”

“Develop a marketing preference center. It 
allows users access to their information and 

they can see what they’re subscribed to. ”



Data Privacy in
Cybersecurity

It’s important to develop processes and controls to 
identify, classify, handle, and dispose of customer and 
prospect data to mitigate a cybersecurity risk.

Data isn’t just housed on a server at a business’s office. 
Data is being uploaded to the cloud. Whether it’s a 
Software-as-a-Service platform, or cloud-based backup 
solution. Data is also being shared on machines outside 
of the office walls, where your employees are working 
from home. It’s being shared with third-party partners, or 
other online services.

The data can also go beyond just firmographic data, it can 
be sensitive data, such as financial or healthcare 
information.

78% of small businesses that store sensitive data do not 
encrypt their data, making it simple for hackers to gain 
access. The tools are available to cost-effectively manage 
data and keep it private through secure encryption across 
the organization.

Importance of Data Privacy
Data privacy has become more important and should be 
a high priority. Data privacy isn’t just about encryption, 
but the appropriate use and management, as well. Data 
must be managed carefully throughout the entire lifecycle. 
The rules and regulations can be complicated, but there 
are fundamentals that apply to businesses of all sizes.

Data Privacy Safeguards
Here are some safeguards your business can implement 
to manage data and keep compliant for data laws and 
regulations:

These are just a handful of the safeguards your company 
can implement to ensure data privacy. If you have any 
questions, the experts at EVERNET are here to answer them. 
Related Content from the EVERNET Blog:  88% of data 
breaches are caused by human error. 

• Establish and Maintain a Data 
Management Process. Create a set of rules 
and processes to ensure that data workflow is 
meeting regulations and security best 
practices. For each plan and process, there 
should be a person in charge of their part.

“78% of small businesses that store sensitive 
data do not encrypt their data, making it 

 simple for hackers to gain access. ”

• Establish and Maintain a Data Inventory. A 
data inventory identifies sensitive data within 
your company’s systems and helps audit and 
map how the data is stored and shared. Data 
inventories are required under GDPR and CCPA.

• Configure Data Access Control Lists. This 
access control list details the rules as to who has 
access to what data. 

• Enforce Data Retention. This policy is a set of 
guidelines to help employees know how long 
documents can be kept. Employee records, 
sales info, support tickets, etc. This needs to be 
strictly enforced.

• Securely Dispose of Data. For documents, 
shredding is acceptable. For digital disposal, 
there’s overwriting, degaussing, and physical 
destruction.

• Encrypt Data on End-user Devices

• Document Data Flows. A data flow diagram 
provides an easy-to-understand way for 
companies to understand, and perfect new 
processes or systems. They’ll help get you get 
an understanding the data process and discover 
any issues before they become issues.



Data privacy in cybersecurity isn’t a set it and forget it 
proposition. You must develop a plan to continuously 
assess and track any data vulnerabilities within your 
company’s infrastructure and mitigate the opportunities 
for attackers.

The experts at EVERNET are know the latest data laws 
and regulations, and have a deep understanding of 
cybersecurity measures and protecting businesses from 
threats. Let’s schedule a discovery call and see how we 
can help fill in your security gaps.

• Prevent data breaches. Monitor 
data and systems simultaneously 
mitigates vulnerabilities.

• Enhance current information 
security. Having a single source of 
truth enables you to control your data 
better than having separate protocols 
for data protection and cybersecurity.

• Compliance. Reduce the risk of a 
data breach and keep your company 
in compliance of data laws and 
regulations.

• Unify data privacy and cybersecurity 
skills. Specialists have the skills to precent 
threats from sensitive data.

• Champion the attitude. The data privacy 
and cybersecurity teams can be the 
champions of taking data security seriously. 
A data breach can begin from simple 
routines, like accidentally clicking on a link 
in email.

• Implement integrated risk assessments.  
Combing the two teams will be able to use 
end-to-end solutions to address all types of 
data risks.

“You must develop a plan to continuously 
assess and track any data vulnerabilities 
within your company’s infrastructure and 
mitigate the opportunities for attackers.”

How To Unite Data Privacy and 
Cybersecurity Teams

To take on the threats of data breaches, your company 
should combine data privacy and cybersecurity into 
one team. Here are some best practices on how to do it:

Cybersecurity and Data Privacy Should 
Become One

Data breaches can happen at any time and can be 
demoralizing. If it does happen to you, just know, 
you’re not the first nor will you be the last to 
experience one. Both cybersecurity IT and data 
protection teams need to work together as one. 
Here’s what you can achieve as a team:
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Data Privacy in Lead 
and Client Management

More businesses are implementing Client Relationship 
Management (CRM) and Client Management Software 
(CMS) applications into their business. It’s a great way to 
manage all of your contacts and track all of their activity 
from prospect to client.

As with any application, you’re introducing another 
privacy risk. The data within your CRM still must adhere 
to GDPR and other regulations. Non-compliance can 
result in hefty fines and penalties.

More people in your business have access to the data in 
a CRM that may not need it. A CRM administrator should 
be in charge of who has access to the data. In most 
instances, sales and marketing, and customer success/
support should have access. But does everybody within 
those departments need access?

Consider your CMS Fort Knox. It›s one of the most valuable 
assets and one that is the most vulnerable; from not only 
external forces, but internal as well. In some instances, the 
internal forces may not even realize they’ve made a 
mistake.

Data Privacy and Remote Workers
With more employees working remotely, it’s even more 
imperative data is kept private. Your employees are at 
home or might be working in a co-workspace. There needs 
to be more scrutiny on data privacy. So, with employees 
spanning the country, how do you keep your client’s data 
private?

• Implement Access Controls. As mentioned 
in a previous section, access controls in your 
CMS will keep data private and out of the view 
of those who may not need it.

• Access Granting Process. New users should 
submit and access request form to IT or the 
CMS admin and explain in a few short 
sentences why they need access. Based on 
the role, the admin will be able to grant access 
to specific reports, menus, and other portions 
of the software.

• Secure Logins. Implement two-factor 
authorization for all cloud-based applications. 
2FA requires two forms of employee 
information to access systems. Upon logging 
in, require either an alternate email address, 
mobile phone number, or another piece of 
information that is only known to the 
employee.

• Lock-down Plug-ins. Some CRMs might 
have plug-ins, but are they from trusted 
source? Only the CRM admin should be in 
charge of updating the software.

• Disable Accounts Immediately. If someone 
is no longer with your company, immediately 
remove that user. Don’t wait a few hours. As 
soon as an employee is gone, their credentials 
should be deleted.

“Non-compliance can result in hefty 
fines and penalties.” • Strong Passwords. Implement 

strong passwords. Enforce  
alpha-numeric and characters and a 
password update every 90 days. 

• Sign Data Privacy Agreements. Employees 
should sign a policy outlining their obligations 
to keeping prospect and client data private. It 
should advise employees to protect all 
confidential business information from public 
view and prohibiting non-employees from 
using their work-provided equipment. The 
sharing of any logins/passwords should be 
prohibited, as well.

• VPN. Either provide a VPN or allow the 
expense of a VPN. An employee is using their 
home network, so it might not be the most 
secure.

• Email Scanning. Email should be constantly 
scanned for phishing scams. These are 
becoming more commonplace, as hackers try 
to take advantage of remote workers. Hackers 
have now discovered how to spoof emails, 
pretending to be their manager or CEO.



Implementing data privacy compliance can be an 
overwhelming project, but a necessary one. If you’re a 
business collecting personal data (you more than likely 
are), than keeping the data private is imperative to your 
business’s health and reputation. Here are just a few 
reminders and points to help get your data privacy 
program started:

• MFA. Multi-factor Authorization is similar 
to two-factor authorization (2FA). An MFA is 
a bit more secure than 2FA as it requires 
user to use authentication factors from 
these categories:

• Something the user knows
• Something the user has
• Something the user is

• Deploy anti-virus and malware software. 
By enforcing the user to download these 
programs, this is another safeguard to keep 
data in your CMS private and secure. Make 
it part of the onboarding process. When 
someone starts with your company, direct 
them to the area to download these 
software types.

• Determine who will be spearheading  
 compliance
• Determine what personal information  
 is being collected
• Audit all tools, website, forms
• Determine how you’re using the data.  
 If it’s of no use, stop collecting it.
• Determine who you›re sharing the data with

• Review the privacy policy and follow it

• Implement a cookie consent banner
• Develop procedures and train your   
 employees how to respond to  
 data requests
• Implement security procedures to reduce  
 and deal with data breaches

There’s no better time than now to implement these 
data privacy measures. First, to establish trust with your 
customers, and second to avoid penalties for non-
compliance. This guide should provide a framework for 
implement data privacy measures, but if you’re looking 
for a partner, the consultants and experts at EVERNET 
are here to help.

Let’s schedule a discovery call. We’ll get to know your 
business and answer all of your questions regarding 
data privacy to help safeguard your business’s data.

“With more employees working remotely,  
it’s even more imperative data is  

kept private.”
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Reliable IT 
When You Need It

Upgrade to a smarter IT maintenance 
approach with EVERNET Top-Down IT Systems 

and Network Maintenance.
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Don’t focus on the management of IT operations, rather focus 
on how IT can help you achieve your business goals.

CONNECT WITH EVERNET
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